I'm Richard



Welcome



To my talk about an easy to

use, small, fast and flexible

realtime filesystem activity
monitoring tool



FSpy



Based on inotify



Implemented since 2.6.13



Why?



Just a single, opt controlled,
executable



No need to install or modify
the OS



Usage: fspu [options] [Filesdir]

Optiohs=:
-F, —filter STRIMG/EEGEX a string or regular expression which will be used to Filter the output.
{the regex will be matched against the whole path e.g. [Afetocipasswd]ll
-1, —irnwerted STRIHGAEEGEX it=s the =ame like -F/——Ffilter but inwverted. wou can combine both.

e.g. —=F '.conf' -1 'wedial.conf' will filter for files with ".conf"
in it=s mame but without "wedial.conf" in it.

-B, ——recursive HUMEER enables the recursive engine to look at a depth of HUMEEE.

-A, ——adaptive {HIGHLY-EXPERIMEMTAL} enables the adaptive mode. e.g9. if new items will be added
within the path fzpw will automatically add those items to the watch list.

-0, ——diff VWALUE {EXPERIMEMTAL} enables the diffing feature.

VALUE maw be 3 comma separated list of:
- element size {byte)
- last access time {e.g. Mon Jul 21 21:322:31 2008}
- last modification time {e.g. Mam Jul 21 21:32:31 2003
- last status change time {e.g. Mon Jul 21 21:32:31 Z002)
permissions {octall
- owner {uid)
- group fgid)
- inode number
- dewvice id
-T, ——twpe VALUE specities the twpe of objects to look for.
VALUE maw be 5 comma separated list of:
- regular file
d - directory
- =umlink
- FIFO/pipe
- character dewice
- block dewice
o — =socket
detault i= anw.
-0, ——output YALLUE specities output format.
VALUE maw be a comma separated list of:
- filenam=
- path
- access description
- element tupe
- element size {(bute)
- watch descriptor {inotify manpage)
- cookie {inotifw manpagel
- access mask {inotify manpage | sroffsevents.h)
- len {inotify manpage)
- last access time {e.g. Mon Jul 21 21:32:31 20023
last modification time {e.g. Mon Jul 21 21:32:31 2003}
- last status change time {e.g. Mom Jul 21 21:32:31 20023
- permissions {octal)
- owner {uid)
- group fgid)
- inode number
- dewice id
- date and time {for this event) {e.g. Tue Mar 25 09:23:16 CET Z008)
ege: '[aTels sdeispef' would result in:
'"[Mon Sep 1 12:31:25 Z0028] file was opened: fetoc/passwd’
{take & look =t the READHME}.
-h, —help this short help.
——uer=ian uetr=ion information.
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guinevere trunk & ./fspy -R 2 -0 5,A -0 '[LT,]1s sdeispsfs size: .5, atime: ,A' Avars

[Mon Dec 29 05:27:49 2008] file was opened:svarsrunfutmp size: S7VE0 atime: Sun Dec 28 13:52:44 2008

[Mon Dec 29 05:27:49 2002] file was acoessedisfvarsrunsutnp size: STED atime: Sun Dec 28 13:52:44 2002

[Mon Dec 29 05:27:49 2003] writeable file was closed: /varsrunsutmp size: S760 atime: Sun Dec 28 12:52:44 2002
[Mon Dec 29 05:27:51 2008] file was opened:svarsrunfutmp size: STVE0 atime: Sun Dec 28 13:52:44 2008

[Mon Dec 29 05:27:51 2008] file was acocessed:svarsrunsutmp size: STED atime: Sun Dec 28 13:52:dd 2003

[Mon Dec 29 05:27:51 2008] writeable file was closed: varsrunsutmp size: S760 atime: Sun Dec 28 12:52:44 2002
[Mon Dec 29 05:27:51 2008] file was modified: fvar/logrmessages size: 4951173 atime: Sun Dec 28 13:10:02 2008
[Mon Dec 29 05:27:52 2008] file was modified: fvar/logrfmessages size: 451251 atime: Sun Dec 28 13:10:02 Z008
[Mon Dec 29 05:27:52 2002] file was modified:fvar/logsmessages size: 451316 ztime: Sun Dec 28 13:10:02 2002
[Mon Dec 29 05:27:52 2008] file was modified: fvar/logrmessages size: 491372 atime: Sun Dec 28 13:10:02 2008
[Mon Dec 2% 05:28:00 2008] file was opened:svarsrunfutmp size: S7VE0 atime: Sun Dec 28 13:52:44 2008

[Mon Dec 29 05:28:00 2008] file was acocessed:svarsrunsutmp size: STED atime: Sun Dec 28 13:52:dd 2003

[Morn Dec 29 05:23:00 20023] unwriteable file was closed: var/runsutmp size: S7E0 atime: Sun Dec 22 13:52:44 2002
[Mon Dec 29 05:28:03 2008] file was opened:svarsrunfutmp size: STE0 atime: Sun Dec 28 13:52:44 2008

[Morn Dec 29 0S:28:03 2008] file was accessed: MarSrundutnp sizer 3760 atime: Sun Dec 28 13:52:44 Z0032

[Mon Dec 29 05:23:02 2002] file was accessed: varsrunsutmp size: S7TE0 atime: Sun Dec 28 12:52:44 2002

[Mon Dec 29 05:28:03 2008] file was accessed: var/runsutmp size: STE0 atime: Sun Dec 28 13:52:44 2003

[Mon Dec 29 05:28:03 2008] file was accessed: var/runsutmp size: STED atime: Sun Dec 28 13:52:dd 2003

[Mon Dec 29 05:28:03 2002] file was acoessedisfvarSrunsutnp size: STED atime: Sun Dec 28 13:52:44 2002

[Mon Dec 29 05:23:02 2008] file was accessed: varsrunsutmp size: S760 atime: Sun Dec 28 132:52:44 2002

[Mon Dec 29 05:28:03 2008] file was accessed:  var/runsutmp size: STE0 atime: Sun Dec 28 13:52:44 2003

[Mon Dec 29 05:28:03 2008] file was acocessed:svarsrunsutmp size: STED atime: Sun Dec 28 13:52:dd 2003

[Mon Dec 29 05:23:02 2002] file was accessed: varsrunsutmp size: S7E0 atime: Sun Dec 28 12:52:44 2002

[Mon Dec 29 05:28:03 2008] file was accessed: var/runsutmp size: STE0 atime: Sun Dec 28 13:52:44 2003

[Mon Dec 29 05:28:03 2008] file was accessed: var/runsutmp size: STED atime: Sun Dec 28 13:52:dd 2003

[Mon Dec 29 05:23:02 2002] file was accessed: varsrunsutmp size: S7TE0 atime: Sun Dec 28 12:52:44 2002

[Mon Dec 29 05:28:03 2008] file was accessed:fvar/runsutmp size: STE0 atime: Sun Dec 28 13:52:44 2003

[Mon Dec 29 05:28:03 2008] file was accessed:  var/runsutmp size: STE0 atime: Sun Dec 28 13:52:44 2003

[Mon Dec 29 05:28:03 2002] urwriteable file was closed:svarsrunsutmp size: STE0 atime: Sun Dec 28 13:52:44 2008
[Mon Dec 29 05:23:16 2003] file was opened: varsrunsutmp size: 5760 atime: Sun Dec 28 13:52:44 2008

[Mon Dec 29 05:28:16 2008] file was accessed: var/runsutmp size: STE0 atime: Sun Dec 28 13:52:44 2003

[Morn Dec 29 0S:28:16 2008] file was accessed: MarSrundutnp sizer 3760 atime: Sun Dec 28 13:52:44 Z0032

[Morn Dec 29 05:23:16 2002] file was accessed: varsrunsutmp size: S7E0 atime: Sun Dec 28 12:52:44 2002

[Mon Dec 29 05:28:16 2008] file was accessed: var runsutmp size: STE0 atime: Sun Dec 28 13:52:44 2003

[Mon Dec 29 05:28:16 2008] file was accessed: var/runsutmp size: STED atime: Sun Dec 28 13:52:dd 2003

[Mon Dec 29 0S:28:16 2002] file was acoessedifvarSrunsutnp size: STED atime: Sun Dec 28 13:52:44 2002

[Mon Dec 29 05:28:16 2008] file was accessed: var/runsutmp size: STE0 atime: Sun Dec 28 13:52:44 2003

[Mon Dec 29 05:28:16 2008] file was accessed: var/runsutmp size: STE0 atime: Sun Dec 28 13:52:44 2003

[Mon Dec 29 05:28:16 2008] file was acocessed:svarsrunsutmp size: STED atime: Sun Dec 28 13:52:dd 2003

[Morn Dec 29 05:23:16 2002] file was accessed: varsrunsutmp size: S7E0 atime: Sun Dec 28 12:52:44 2002

[Mon Dec 29 05:28:16 2008] file was accessed: var/runsutmp size: STE0 atime: Sun Dec 28 13:52:44 2003

[Morn Dec 29 0S:28:16 2008] file was accessed: MarSrundutnp sizer 3760 atime: Sun Dec 28 13:52:44 Z0032

[Mon Dec 29 05:23:16 2003] file was accessed: varsrunsutmp size: STE0 atime: Sun Dec 28 12:52:44 2002

[Mon Dec 29 05:28:16 2008] file was accessed: var/runsutmp size: STE0 atime: Sun Dec 28 13:52:44 2003

[Mon Dec 29 05:28:16 2008] file was accessed: var/runsutmp size: STED atime: Sun Dec 28 13:52:dd 2003

[Mon Dec 29 0S:28:16 2002] weiteable file was closed: varsrunsutmp size: STED atime: Sun Dec 28 13:52:44 2008
[Mon Dec 29 05:23:21 2003] file was modified: /varslog/messages size: 491441 atime: Sun Dec 28 13:10:02 2008
[Mon Dec 29 05:28:21 2008] file was modified: fvar/logrmessages size: 451497 atime: Sun Dec 28 13:10:02 2008
[Mon Dec 29 05:28:21 2008] file was opened:svarsrunsutmp size: S7VE0 atime: Sun Dec 28 13:52:44 2008

[Morn Dec 29 05:23:21 2008] file was accessed: varsrunsutmp size: STE0 atime: Sun Dec 28 12:52:44 2002

[Mon Dec 29 05:28:21 2008] writeable file was closed: varsrunsutmp size: S7VE0 atime: Sun Dec 28 13:52:44 2008
[Mon Dec 29 05:28:21 2008] file was modified:fvar/logrfmessages size: 451599 atime: Sun Dec 28 13:10:02 Z008
[Mon Dec 29 05:28:33 2002] dir access (2):/varslog size: 4096 atime: Wed Jan 30 17:03:55 2003

[Mon Dec 29 05:28:33 20028] dir access {(2):fvarslogs size: 4096 atime: Wed Jan 30 17:03:55 2003

[Mon Dec 29 05:28:33 2008] dir access {1):/varflog size: 4096 atime: Wed Jan 30 17:03:55 2003

[Mon Dec 29 05:28:33 2008] dir access {(1l):fvarslogs size: 4096 atime: Wed Jan 30 17:03:55 2002

[Mon Dec 29 05:23:37 2008] file was opened: varsrunsutmp size: 5760 atime: Sun Dec 28 13:52:44 2002

[Mon Dec 29 05:28:37 2008] file was accessed: var/runsutmp size: STE0 atime: Sun Dec 28 13:52:44 2003
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t1lE Was ACCESSEq: VAR PUunsUTME S1Z8 20bU 3TIME! DUN UEC 25 LAI28044 LUUs
writeable file was closed: S varsrunsutmp size: 3760 atime: Sun Dec 28 13:52:144 2002
tile was modified: vardlogmessages size: 401173 atime: Sun Dec 28 12:10:02 2008
tile was modified: vardlog messages size: 491251 atimer Sun Dec 28 13:10:02 2008
tile was modified: S vardlogmessages size: 491316 atime: Sun Dec 28 12:10:02 2008
tile was modified: vardlog messages size: 401372 atimer Sun Dec 28 13:10:02 2008
tile was opened: fvarsSrunSutmp size: 2760 atime: Sun Dec 28 13:2Z2:44 2002

tile was accessed: varsrunsutmp size: 2760 atime: Sun Dec 28 13:52:44 2002
urwriteable file was closed: fvarSrundutmp size: 2V60 atime: Sun Dec 28 13:52:44 2003
tile was opensd: fvarSrunSutmp size: S7el atime: Sun Dec 28 12:52:44 2003

tile was accessed: varsrunsutmp size: 2760 atime: Sun Dec 28 13:52:44 2003

t'ile was accessed: var/runsutmp size: 2760 atime: Sun Dec 22 13:52:44 2002

tile was accessed: varsrunsutmp size: 2760 atime: Sun Dec 28 13:52:44 2002

tile was accessed: var/runsutmp size: 2760 atime: Sun Dec 28 13:52:44 2008

tile was accessed: varsrunsutmp size: 2760 atime: Sun Dec 28 13:52:44 2002

tile was accessed: var/runsutmp size: 2760 atime: Sun Dec 28 13:52:44 2008

tile was accessed: varsrunsutmp size: 2760 atime: Sun Dec 28 13:52:44 2002

tile was accessed: varsrunsutmp size: 2760 atime: Sun Dec 28 13:52:44 2003
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tile was accessed: varSrunSutmp =si1ze: 276l atime: Sun Dec 22 12:132:44
tile was accessed: varSrunSutmp =si1ze: 276l atime: Sun Dec 22 12:132:44
ti1le was accessed:  var/runsutmp =s1ze: 2760 atime: Sun Dec 28 12:132:d4
wrlteable file was closed:fvarSrunsutmp size: 2760 atime: Sun Dec 28 1
tile was moditied: varslogimessages size: 401441 atime: Sun Dec 28 1J3:
tile was moditied: varslogimessages size: 401497 atime: Sun Dec 28 1J3:
tile was opened:fvarSrunSutnp size: 276l atime: Sun Dec 28 13:52:44 2(
tile was accessed:  var/runfutmp s1ze: 2760 atime: Sun Dec 28 12152144
wrlteable file was closed:fvarSrunsutmp size: 2760 atime: Sun Dec 28 1
ti1le was moditied: varslogimessages size: 401999 atime: Sun Dec 28 1J:
dir access {(2)i/varflog size: 4096 atime: MWed Jan 30 17:03:55 20038

dir access {(2)i/varflogd size: 4096 atime: Wed Jan 30 17:03:55 2008

dir access {1):/varilog size: 4096 atime: Wed Jan 30 17:03:53 2008

dir access {1):/varflogd size: 4096 atime: Wed Jan 30 17:03:55 2003

tile was opened:SvarSrunSutnp size: 276l atime: Sun Dec 28 13:22:44 2(
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Can be usefull for



Application Testing



System Monitoring






Warning: This is a PoC!



You can get it



Here:

http://mytty.org/fspy



Thank you



Private Contact

richard.sammet@gmail.com
http://www.mytty.org

Business Contact

Deloitte

Richard Sammet

Senior Security Consultant

Deloitte & Touche GmbH
Wirtschaftsprifungsgesellschaft

Franklinstrae 50
60486 Frankfurt
Germany

rsammet@deloitte.de

Member of
Deloitte Touche Tohmatsu



mailto:richard.sammet@gmail.com
http://www.mytty.org/
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